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Introduction 
 

The last few years “disaster recovery” has become a hot topic in the IT industry. Working in a 24/7 

economy demands greater availability to our computer systems.  But what to do if a disaster strikes at 

your production site? You can have backup tapes, disks or even a mirrored storage at another site, but it 

can take hours or even days to start up a new production site which is available to your employees. 

Customers can’t be served in those days, and that will result in financial losses. 

VMware Site Recovery Manager makes disaster recovery easy and will save you time when a disaster 

happened.  

The big problem for a consultant or engineer is how to test and learn how SRM is working. If you want to 

test this, expensive hardware must be available for quite some time. You need double storage, a couple 

of esx servers and some hardware to host 2 domain controllers, virtual center servers and SQL servers. 

And what if you need a demo for a customer? You can’t have all the expensive hardware at your site for 

just showing how it works. 

I am working with VMware and Netapp most off the time lately en was thinking; maybe it is possible to 

build a test lab with SRM in VMware workstation. I had a Netapp simulator and VMware esx is working 

in Workstation 6.5 so why not give it a try. And it works! In this document I am going to describe what I 

did to make it work. 

 

Have fun! 
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What you need 

 

Or maybe: what I did use. I write down a list of things I used, noticing you that I had nothing 

and will begin from scratch. 

The hardware 

 

For this project I have a HP proliant DL 110G5 with 6 GB RAM (and 64 bit Xeon processor). I really 

recommend 6 GB of ram so you can work without a compromise. For me this worked just fine! You 

could use any hardware as long it supports VMware workstation and have enough storage, cpu and 

memory. 

The software 

 

It is possible to setup this demo with nothing but evaluation versions. This is what you need: 

 Windows Vista business 64 bit. You need a 64 bit version or you can’t address more than 4 gb of 

ram. Unless you have only 4 GB ram. 

  VMware workstation 6.5, latest build. You need this version to support a working virtual esx 

server 

 A Windows 2003 server iso. To install a domain controller and host virtual center server and sql 

 A Linux distribution to host the Netapp simulator. I used Ubuntu desktop 7.10 

 A SQL 2005 iso. You can download an evaluation from Microsoft 

 The Netapp simulator from Netapp (only available to customers and partners) 

 Site Recovery manager evaluation software from the VMware site 

 The Netapp SRA (Site Recovery adapter) You can download this one at the same download page 

where you download SRM from the VMware site 

 A ESX 3.01 or 3.5 Update1  iso (Update 2 and 3 are not supported) 

The documents 

 

 TR-3671 VMware Site Recovery Manager in a Netapp Environment from Netapp (read also the 

documents that are pointed to in this document) 

 Site Recovery Manager 1.0 Evaluator Guide From VMware 

 ESX3.5 on Workstation 6.5 Build 118166 from Xravirt.com 

 Site Recovery Manager 1.0 Administration Guide from VMware 

 Google ;-) 
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ASSUMPTIONS 
 

A Real World reflection 

 

To get SRM working in a workstation 6.5 environment, I will cut down the requirements and 

configuration which a production environment will require. This will not reflect, I repeat not reflect how 

a real world SRM configuration has to be. So do not copy and paste this configuration to a real world 

configuration. This is for testing purpose only and will help you understand how things will work. 

Network 

 

The network configuration in this evaluation setup is kept simple. I will use a simple subnet like 

192.168.3.0 for all servers. Routing is not a discussion with SRM.  You should setup this correctly 

anyway. 

Time 

 

Be sure you have enough time for this project  If you have no experience with ESX or Netapp, calculate 

some extra time. If things go very smooth (and they will not ;-) it will cost you at least 2 working days to 

setup this environment and read all the documents. 

Me myself and I 

 

I am not a frequent English speaker/writer so please do not judge me on my “bad” English. If you see 

any mistakes please feel free to contact me:  tomas@tendam.info.  

VMware tools 

 

Install the VMware tools on each VM to have the correct time at your both sites. The Netapp simulator 

will sync its time with the host it is installed on. You cannot adjust the time in the simulator! 

 

 

 

mailto:tomas@tendam.info
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The “basic” setup 
 

First I had to install Vista business. Because I had a focus on just installing the SRM demo, I did not 

“fancy” configured all the software. With windows Vista, Ubuntu, ESX and windows 2003 server (sp2) I 

did a “next next finish install. It will do for the test environment and otherwise it will consume too much 

time at this moment. 

The next thing I did is creating two Folders in VMware workstation: 

1.) SRM Demo site 1: to host the vm’s at the primary site 

2.) SRM Demo site 2: to host the vm’s at recovery site 

 

 

Windows 2003 

At site 1 you first have to install a windows 2003 server as a domain controller. Create a new virtual 

machine, give it a name (Server01) Give it 768 MB ram and make it a first domain controller. Again this 

will be a “next next finish” install. Just supply the domain name you will use. I used SRMDEMO.LOCAL an 

12 GB partition will be big enough for this demo 

At site 2 create also a windows 2003 server  (Server02) run the dcpromo tool and add this domain 

controller in the domain you just created as a second domain controller in the existing domain. This is a 

prerequisite for SRM to work.  
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Setup SQL in both sites 

Now we need to setup Virtual Center and SRM on each site. For both setups we need SQL. You could 

install the SQL 2005 express version, but this will give you a view of the full version which you should use 

in a real world. Mount the cdrom and choose Server components, tools, etc.. to install SQL 2005 server. 

 

SQL 2005 install sometimes has a problem with installing the SQL manager. If this is the case and you 

can’t find it, just browse to the cdrom and install the manager again. That will do just fine. This is a 

known “bug” on the internet. 

There will be a system check. There could be a few warnings, but we don’t need them so click next. 
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Select the components as in the picture below. 

 

Choose the default for the instance name 
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Check all boxes as below and choose the built-in account. 

 

Now just click a few times next and in the end: Install. 

Now you have time to install SQL at the other site. It will take some time to install 

After this is finished click next and finally finish. 
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Now from the start menu launch the SQL 2005 Management studio: 

 

Click connect when asked. 

Now click with the right mouse button on Databases and create two databases. One called srm and one 

called vc. Because the user we are going to use have domain admin rights we do not need to set security 

permissions. Of course in a real world configuration you need to set up security for each database!  

 

Now we’ve configured SQL. You need to create the same databases at the other site as well. 
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Creating a DSN 

 

Before we can install Virtual Center and SRM we need a Data Source Name (DSN) for each database. 

One for the Virtual Center Database and one for the SRM database. 

Click Start|Programs|Administrative Tools|Data Sources to open the configuration for the DSN” 

 

Click the System DSN tab and click Add: 

 

Scroll down and choose SQL Native client and click finish: 
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Type the needed information in the fields below for the virtual center database: 

 

Leave the next dialog box at the default setting: 

 

Change the default database to vc and click next: 
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On the next steps leave everything default and click finish: 

 

You have to test the connection to be sure if everything is setup correctly: 

 

Now repeat this step for the SRM database and choose the SRM database to be the default. 

Repeat all the steps on the Recovery site. 
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Install the ESX servers 
When you are done and everything is working you can install an ESX server on each site using the 

Xtravirt document: VI 3.5 in a box @ http://knowledge.xtravirt.com/white-papers/esx-3x.html Just use 

the standard 8 gb hard disk because you will only need this for the local storage. Name the servers 

respectively to their sites names: ESX01 for site 1 and ESX02 for site 2. Give both esx server vm’s 1024 

MB and an ip number.  Please be sure to configure a VMkernel with a default gateway on the default 

vSwitch. Otherwise you won’t be able to enable iscsi! 

Install Virtual Center Server 
 

On both servers we need Virtual Center. This is a requirement for Site Recovery Manager. You can 

download an evaluation from vmware.com that will last for 60 days. 

Connect the cdrom, or browse the Virtual Center install files en click autorun.exe. 

At the welcome screen and introduction screen click next. 

Check I Accept the terms in the license agreement and click next. 

 

Type the server name and click next 

 

 

 

 

http://knowledge.xtravirt.com/white-papers/esx-3x.html


 

Copyright © 2008 www.tendam.info Page 16 

Now choose Custom and click next: 

 

You only need to check the first two options and click next: 
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At this point we need to provide the DSN you just created a few steps ago: 

 

In my example I’ve used an Evaluation version of Virtual Center Server. Click next. 

 

 

 

 

 

 



 

Copyright © 2008 www.tendam.info Page 18 

L eave everything default at the Virtual Center Port page and click next: 

C  

Leave the destination folder at the default setting: 

 

 

Click next and click install. Repeat the steps for the other site as well. 
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When we are finished, we start the Infrastructure client. Enter the credentials to login: 

 

Click with the right mouse button on Hosts & Clusters and choose New Datacenter 

 

Type a name in the name field: 
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Right click on the new created datacenter and choose add host: 

 

Type the ip number of the esx host and the username and password and click next: 

 

 

Click next and finish to add the host: 
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The host will be added in the datacenter. You have to do this step at both sites! 

 

Install the Netapp simulators 
 

To install the Netapp simulators we need a linux host at each site to host the Netapp simulator. In my 

case I used Ubuntu desktop 7.10. I created a vm with a disk of 35 GB at each site. 512 mb ram will do for 

this setup. Just install Ubuntu with the “next next finish” method give them an ip number and it would 

be easy to setup an auto logon. Attach the 7.2.5.1-sim-cdrom-image-v22.iso to it and start a terminal 

session. 

Run the following commands to install the simulator: 

Sudo su –   “just to become “root”” 

Mount /media/cdrom  “to mount the cdrom” 

Cd /media/cdrom  “go to the cdrom” 

bash setup.sh -z   “run the setup script” with the option –z it wil install in /SIM 

The second thing to do is to create disks for the simulator. Run the makedisks command in the /sim 

directory: ./makedisks 
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You will end up with the information below: 

 

Now at the desktop create a new launcher with your right mouse button: 

 

 

An icon will be displayed on your desktop:  

Install the simulator with the Name: Netapp site2 on the other site. 

Double click on the created icon and the simulator will start. Now enter the information for each site. 

You will need to know the ip number and name for each simulator. I pointed the green arrows where 

you should enter something or else just press enter. 
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When this is finished on both sites you can logon to the Netapp with internet explorer. 

To allow the other Netapp to snapmirror a volume you have to set the “options snapmirror.access” 

Type at the command prompt on each Netapp simulator:   “options snapmirror.access host=netapp01” 

or “options snapmirror.access host=netapp02”  



 

Copyright © 2008 www.tendam.info Page 24 

Now you have set access to each Netapp simulator to snapmirror each other. We need this to replicate 

the storage. 

The next we have to complete is that both Netapp need to see each other from the host file. Since you 

setup an administrator with the Netapp simulator setup, you access the hosts file from a windows client 

with the UNC path \\192.168.3.101\etc$ login with workgroup/administrator and password you 

supplied during setup and open the hosts file with wordpad and add the other Netapp and the ip 

number. Do the same thing at the other Netapp simulator. Try to ping the other simulator with this 

name. It should work now. 

SSH Setup 

Before you can configure SRM you need to setup SSH. In your browser type the ip of your Netapp and 

start the filerview menu. In filerview click ssh in the right pane and click configure. Generate keys with 

the button and be sure it is enabled in the “Enable/Disable menu: 

 

  

file:\\192.168.3.101\etc$
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License 

 

Before we can continue we need to add the appropriate licenses for ISCSI, Snapmirror and Flexclone. 

ISCSI is needed to serve the LUN  to the esx host, snapmirror is needed for replicating the data store and 

Flexclone can create writable volumes for test purposes. License CIFS for editing the host files. 

You can find the serial numbers here: 

 

Write down the license’s you need and enter them in filerview. Click filer, then Manage Licenses and 

enter all the licenses you need 
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Setting up LUNS for ESX 

 

In a previous step we added disks to the simulator from the command line with the command 

./makedisks. We first need to add them to the default aggregate before we can use them as data disks. 

Click in filerview on the Aggregates section, click Manage and click the aggr0 name. 

 

Now click:  

In the wizard click a couple of times next and select manual in the Disk Selection Method pane. 

 

In the “Disks to Add:” pane you select all spares except for 1. You need 1 spare left. Click next 

en commit. Now we have storage to create a LUN. 

Now we have to setup a LUN at both Netapp simulators serving the esx servers with iscsi storage. 

At the primary site: Type the ip number of your Netapp in your browser and click on filerview. Go to 

volumes and click add. We need to add a volume so click next in the volume wizard: 
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In the next section, choose Flexible (default) and click next. 

 

Give the LUN a name en click next: 

 

Change theVolume size from 20 MB to 10 GB and set the snapshot reserve to zero. Click next and 

commit. 10 gb is far enough for this demo. 
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Create an iscsi lun 

Before we can use the iscsi LUN we must enable it in the LUN section: 

Click on LUN and choose enable/disable/ Click the checkbox and click apply. 

 

 

 

In the LUN’s section click add 

 

On the right screen on top click Add New LUN 
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Fill out the form as I did below. Uncheck space reservations. We don’t need it right now. Click add. 

 

If you did this the right way, on top off your screen the following message is displayed: 

 

Now we have to add an initiator group. Click on initiator groups and then add. 
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Type the name off the group you want. The type should be iscsi. In initiators we need the iscsi name off 

the esx server. We will find it first on the next step. 

 

To find this name we have to enable ISCSI on the esx server. Connect to the virtual center server with 

the client and click the configuration tap at the host, click storage adapters, click the iscsi software 

adapter and finally click properties. 
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Now you have to click Configure and check the Enabled checkbox en click ok. 

 

In the progress pane you see it is doing something: 
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Now select the iscsi name en press ctrl+c 

 

 

Paste the name in the initiators field and click add. 

 

On top of the screen you see the message: 
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Now we need to go back and enter the Netapp which we will connect to at the Dynamic Discovery tab: 

Click ok. 

 

 

Now we need to map the LUN to the initiator group. In filer view click on manage LUNS, and click on the 

LUN to manage/map.  

 

Now click on [Map LUN] 
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Click on:  

 

Choose the right lun and click add to ]. 

 

Click apply to map the LUN 

 

In the Virtual center client we have to rescan the iscsi software adapter to connect to the LUN. Select 

the adapter and click rescan. Click ok on the Rescan dialog box 
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This will take a few seconds to complete: 

 

 

 

As a result we now can see the attached LUN: 

 

 

Now we have to add the storage to the ESX server: Click on the left side on Storage and next on the 

upper left: Add Storage. Leave the check box at the default and click next. 

 

 

You see the LUN you have created just a few minutes ago. Select it and click2 times next: 
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Type a data store name and click next: 

 

Again, this will take some time: 

 

If you have enough patience and did not throw stuff to your server you will see the storage attached to 

your server. 
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Be sure you do the same on the secondary site with different names. Even if you do no use the data 

store on the recovery site, you will need to have one, so just go back to “Setting up LUNS for ESX” and 

repeat the steps for the recovery site. Create instead of 10 gb an 8 gb data store because you might 

need the storage for the replication. 

 

Setting up the replication of the primary datastore 

 

To replicate the data store to the other site we need to setup a snapmirror relationship. The relationship 

has to be configured on the destination Netapp. We need to logon at the second Netapp. 

Create a new volume with the same name as the volume you want to snapmirror at the primary site. In 

this case it is called esx01. 
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It has to be the exact same size: 

 

Now we have to restrict the volume. Check the box and click restrict: 

 

 

It will now show up as a restricted volume  
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Create a snapmirror 

To add a snapmirror, click on snapmirror and then click Add. Select the destination volume esx01 and 

click next. 

 

In the next field we enter the source Netapp and Volume: 

 

You have to click twice next and at last finish to display the message below: 
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The last thing to do is initialize the snapmirror transfer. Go to the Report section, select the snapmirror 

you want to initialize and click Initialize. At the top you should see the blue I and the word success! 
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Create data on the LUN 
 

For SRM to work correctly it will need a vm on the LUN. For this Demo we need a very small vm. For now 

I will create a vm on the LUN whitout an installing an os into the vm. You could install a complete vm if 

you have the time and patience, or you could download a little vm and import it into the esx server. 

Creating just a vm with a empty disk is fine, at least you can start the vm on the other site and see it 

boot. 

Rightclick on the esx host eand choose New Virtual Machine: 

 

Just click next on the type of the vm: 

 

Type a name for the vm: 
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For the data store choose the created LUN data store: 

 

We choose a linux vm, because it will need less memory than the other choices. Click next: 

 

Set the memory to 4 mb and click next 

 

For the nick we leave this default. Click next and create a 4 GB hd: 

 

Now click next and Finish. Now we need to update the snapmirror. 
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Open the filerview trough you browser from the Recovery site and choose snapmirror, then Report: 

 

Click in the right pane for the snapmirror: 

 

Click the Update button to update the snapmirror and transfer the vm to the recovery LUN 

 

Now you should see a “success” message on the top of the page: 

 

You are now ready to setup the SRM part of this document. 
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Installing SRM 
Just start the SRM manager setup by clicking the VMware-srm-1.0.0-97878.exe file: 

 

Click next and leave the install directory default: 
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Type in the next field the ip address of the primary Virtual Center server and the credentials of the 

administrator and click next: 

 

You might get a security warning. Just press Yes to continue: 
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After the install has finished, we need to install the NRA. Click finish: 

 

Install the Netapp Recovery Adapter 
 

Now we have to install the NRA. You can download this together with the SRM download and should be 

around 1 mb and is called setup.msi. Just double click the file to begin the install: 

 

Click next at the welcome screen: 
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Accept the license agreement and click two times next: 

 

Now choose complete at the next screen: 

 

Click next to start the install and in the end click finish to complete the setup of the NRA: 

 

You are finished now with installing software for the primary site. Now you need to repeat the steps for 

SRM and the NRA for the Recovery site. Remember to choose the ip numbers and SQL server at the 

Recovery site! 
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Enabling the SRM plugin 
 

Before we can use SRM, we must enable the plugin. In the VMware Infrastructure client go to Plugins 

and choose Manage Plugins: 

 

Click on the Download and install Button: 

 

Just follow the default settings and click next, next finish to complete the plug-in setup. 

On the installed tab we have to enable the plug-in: 

 

The SRM button appears on the Infrastructure Client button bar: 

 

You have to do this action on both sites! 
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Configure Site Recovery Manager 
 

Click on the Site Recovery button: 

 

First we have to configure the Protection Setup: 

 

For the connection click on configure: 

 

  



 

Copyright © 2008 www.tendam.info Page 50 

First we have to setup the conection to connect to the remote site. Enter the ipadress of the recovery 

site: 

 

You might get a certificate error, just continue by pressing ok and next and fill out the credentials: 

 

Now it is going to connect to the remote site and again fill in the credentials to finish this setup: 
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If this worked well for you, you should see the sites connected in the Protection Setup pane: 

 

 

Now we have to configure the connections with the Netapp simulators: 

 

Click the add burtton to add the Netapp simulator at the primary site: 

 

Fill out the information for the primary Netapp and click connect. You will see it recognizes the Netapp 

simulator: 
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When you click next it will display a page where it is showing the protection arrays. Here is where the 

NRA does its work and discovered the lun which was replicated. Click next: 

 

Now we have to configure the remote array 
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Now we need to provide the information and credentials for the Recovery site: 

 

 

We see a green sign that means it is working correctly: 
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When you click next you will see the replicated data stores which are recognized by the NRA. In a 

previous configuration I did not see a LUN here. This was because I had no data on the replicated LUN. 

When I created a vm on the primary site and replicated that LUN, the LUN was shown here. 

 

Click finish to see that the  Array Managers are configured: 

 

Now we have to configure mappings between the primary site and recovery site for the vm’s. you might 

have different names for networks, Hosts and folders, so you need to configure what the vm’s will use in 

case of a disaster recover or disaster test: Just click and configure the resource for the recovery Site: 
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Now we need to configure the protection groups: Click create: 

 

Just type a name for the protection group name: 

 

Click next and click the datastore which contains the vm you want to protect. Select the vm you want to 

protect. 
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Now you have to choose the data store which will be used for storing the vm placeholder: 

 

 

When you click finish a task will start to create the protection group: 

 

As you can see the group is created: 
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Recovery plan setup 
 

The recovery plan needs to be setup at the recovery site: 

Now you have to logon at the recovery site Virtual center server. You will see a placeholder of vm1 in 

the datacenter. This one is created by SRM. There is no hard disk attached. 

Now we have to setup a Recovery plan, click at the SRM button to open the SRM configuration page. 

Click create to create a recovery plan.: 

 

Provide a name for the Recoveryplan: 

 

Now you see the protection group you’ve created at the primary site: 
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Now you can set the VM response times. I will leave this default: 

 

On the next page you can change the test network. You might want to create a test network at the 

recovery site where you connect a client, configure a VLAN or whatsoever. For now I leave this at the 

default setting. This will create a “bubble network” when you trigger the recovery test. Click next 

 

In the last page you can choose to suspend non important vm’s so they don’t use resources in a 

recovery. 

 

As a result 1 recovery plan is configured: 
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Run the recovery plan TEST 
 

In this stage we have completely finished the configuration of Site Recovery Manger. Now it is time to 

test the recovery plan. This is the most exciting part of this demo I think. This is because this will 

completely test the functionality of the Recovery plan. This wil start the vm’s you’ve configured to 

include in the recovery plan and you will be able to see them running on the Recovery site. 

At the recovery site we will need to start the infrastructure client and click on the Site Recovery button. 

In the left pane click 

 

 

As we can see in the task pane all kind of tasks are triggerd bij SRM 
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Now take a look at the Netapp console: You can see all kind of actions taken bij the Netapp Recovery 

Adapter : 

 

As you can see in the Recent Tasks pane all kind of stuff happens like creating a port group and  a virtual 

switch, and in the end the VM will be powered on. This will complete the Recover test for 50%. 

 

The vm is booted: 
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When you look in the maps tab of the esx server you can see that a flexclone LUN was created at the 

host and the vm was booted within a testBubble network: 

 

 

In the storage configuration you will see the LUN which was attached by SRM: 
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In the recovery Steps tab in Virtual Center you can see the steps which SRM dit until now. When you are 

finished with the test recovery, click on Continue in the yellow field to end the test and let SRM clean up 

the test environment: 

 

Again you will see all kind of cleanup actions happen in the Recent Task window. 
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Another view of the cleanup action: 

 

  



 

Copyright © 2008 www.tendam.info Page 64 

Finally, run the real Recovery plan 
 

Ok, for now all steps are configured and tested ok! This was quite a job.  The last thing to do is to run the 

real Recovery plan. Although you can resync back after such a recovery, I will not going to describe this 

in this document. You can read about it in the “TR-3671 VMware Site Recovery Manager in a Netapp 

Environment from Netapp” document. It will consume too much time for me now to describe those 

steps and it is described very well in the Netapp document. 

If you want an easy way to do the recovery step again, I suggest you shut down your 6 vm’s and take 

snapshots so you can revert to the current state where everything is already configured! 

Now let’s run the recovery plan. Highlight the recoveryplan and click Run: 

 

A message is displayed, select I understand….. and click Run Recovery Plan 
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In the Recent tasks windows you can see all the steps are taken for the recovery plan to complete. It is 

very similar to the test run. 

 

There was no disaster at the primary site, and it is still intact, when I had a look at the VC console there i 

saw nothing that was telling me there a recovery plan was ran at the recovery site. It still looks the 

same. I was expecting an alert or something like that. Another thing I think I found strange is that the vm 

placeholder on the recovery site was not recognized as a placeholder. It looks like a ordinary vm. Well in 

the end this is a 1.0 version and there are lot things to improve, I think Site Recovery Manager is an 

excellent product doing a perfect job and will create a very fast recovery for a production site! 

 

 

 

 

 

 

 

 

 

 


